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IEEE 802.1p Class of Service (CoS)

IEEE 802.1Q VLAN and GVRP

IEEE 802.1AB Link Layer Discovery Protocol (LLDP)

IEEE 802.1D-2004 Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1S Multiple Spanning Tree Protocol (MSTP)

IEEE 801.1AX/802.3ad Link Aggregation Control Protocol (LACP)
IEEE 802.1x Port based Network Access Protocol

IEEE 1588 Precision Time Protocol v2
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WebGUI, Command Line Interface (CLI), IPv4/IPv6(RFC2460), Telnet, SNMP v1/v2c/v3, RMON,
SNMP Trap, LLDP, DHCP Server/Client/Option 82, TFTP, System Log, SMTP

Flow Control, Rate Control, Storm Control, CoS, QoS, RFC 2474 DiffServ

IGMP Snooping v1/v2/v3, IGMP Snooping Fast-Leave/Immediate-Leave, IGMP Query, GMRP,
IEEE802.1Q VLAN, QinQ, GVRP, Private VLAN, IGMP Query Solicitation/Request*, MLDv1/v2

Snooping*, IEEE 802.1v*

|IEEE 802.1X/RADIUS, TLS v1.2, Access Control List (ACL, MAC/IP/ARP filter), HTTPs/SSH secure
login, First login password management

TACACS+, Mutli-user authentication, IEEE802.1x MAB, DHCP Snooping/IPSG, Dynamic ARP
inspection, DoS/DDoS*, Adv. Port security*, SFTP

BEBIERPSV2 Plus, ITU-T G.8032 v1/v2 Ethernet Ring Protection Switching (ERPSv2), HW CFM,
Loop Protection, Rapid Spanning Tree Protocol/Spanning Tree Protocol (RSTP/STP), Multiple

Spanning Tree Protocol (MSTP)

eRSTP (Enhanced Rapid Spanning Tree), up to 80 switches in one Ring

NTP, IEEE 1588 Precision Time Protocol v2

WWAN $#0

Routing: RIPv2, OSPFv2, Static Multicast Route*, VRRPv2

NAT: 1-1 NAT, NAPT(SNAT/DNAT), Port forwarding, R-NAT*, TTDP*
B kiEl: Stateful Inspection firewall, DMZ, Deep packet inspection for Modbus TCP/UDP*
VPN: IPSec, OpenVPN, DMVPN*, PPTP*, L2TP* GRE*. Encryption includes

DES/3DES/AES128/AES256

Modbus TCP, MQTTS*, RESTful API*, EtherNet/IP*

AWS Agent, Azure Agent, ATMS, ATMS OTA

AIAS, ANMS

ERPS MIB, MIB-II, Ethernet-like MIB*, P-BRIDGE MIB, Q-BRIDGE MIB, Bridge MIB, RMON MIB
Group 1, 2, 3, 9*, AVCOMM Private MIB

LLDP, Port Mirror, Ping, Port Statistic, Event Log
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~985g R L

|
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RERITE
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